BBM 205 - Discrete Structures: Midterm 2 Solutions
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Question: | 1 2 3 4 5 6 7 8 9 | Total

Points: 6 12 | 12 | 18 8 8 7 14 | 15 | 100

Score:

1. (6 points) According to the RSA encryption system below, decryption works if for any
message m, the following is true:

m%* =m mod pq

Use Euler’s Theorem to prove that m% = m mod pq for all messages m relatively prime
to pq. (Euler’s Theorem says that if k is relatively prime to n then k*™ =1 mod n.)

RSA Public Key Encryption

Beforehand The receiver creates a public key and a secret key as follows.

1. Generate two distinct primes, p and 4.
2. Letn = pq.

3. Select an integer e such that ged(e, (p — 1)(g — 1)) = 1.
The public key is the pair (e, n). This should be distributed widely.

4. Compute d such thatde =1 (mod (p —1)(q — 1)).
The secret key is the pair (d, n). This should be kept hidden!

Encoding The sender encrypts message m to produce m’ using the public key:

m' = m® rem n.

Decoding The receiver decrypts message m' back to message m using the secret key:

m = (m')? rem n.

Solution: By the RSA algorithm and the definition of the Euler Totient function
®, we have de =1+ r(p—1)(¢ — 1) = 1 +r®(pq) for some r. This gives

md = m!**P) mod pg = m - (m*®?Y)" mod pg=m-1" mod pq.




2. (12 points) For each pair of graphs below, determine whether the pair is isomorphic
or not. If yes, provide an isomorphism function. Otherwise, explain why they are not
isomorphic.

a) u) Uy Vi b) v v2

U3 Y6 V3

s Vs V4

Solution: The first pair is isomorphic. One (from many) isomorphism function is
flur) = o1, fluz) = v3, f(us) = vs, f(ua) = vr, flus) = v2, flue) = va, fur) = vs.
The second pair is not isomorphic, since there is a vertex with degree four in the
second graph, but it is missing in the first one.

3. (12 points) Use extended Euclidean algorithm to find ged(9888, 6060) and to write ged(9888, 6060)
as a linear combination of 9888 and 6060.

Solution:

T y rem(z,y) =r—q-y

9888 6060 3828 — 0888 — 6060
6060 3828 2232 — 6060 — 3828 = 6060 — (9888 — 6060) = —9888 + 2 - 6060
3828 2232 1596 — 3828 — 2232 = (9888 — 6060) — (—9888 + 2 - 6060)
— 29888 — 3 - 6060
2232 1596 636 — 2232 — 1596 = (—9888 + 2 - 6060) — (2 - 9888 — 3 - 6060)
= —3-9888 + 5 - 6060
1596 636 324 — 1596 — 2- 636 = (2 - 9888 — 3 - 6060)
—2.(—3-9888 + 5 - 6060) = 8 - 9888 — 13 - 6060
636 324 312 — (—3-9888 + 5 - 6060) — (8 - 9888 — 13 - 6060)
= —11- 9888 + 18 - 6060
324 312 12 — 324 — 312 = (8- 9888 — 13 - 6060)—

(—11-9888 4 18- 6060) = 19 - 9888—31 - 6060
312 12 0

We observe from the results that ged (9888, 6060) = 12 that can be written as a linear
combination as 12 = 19 - 9888 — 31 - 6060.
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4. The distance between two vertices in a graph is the length of the shortest path between
them. The diameter of a graph is the distance between two vertices that are farthest
apart.

(a) (6 points) What is the diameter of the following graph? Briefly explain your answer.

Solution: By checking the distances between all vertex pairs by hand, we ob-
serve that the distance between A and G is the highest. One shortest path
between A and G goes through A, B, C, E, F, G, consecutively. Hence, the
diameter is 5.

(b) (6 points) What is the chromatic number of this graph? Prove it.

Solution: Because, there is a triangle (also known as C5 and Kj), at least
three colors are needed to color properly, because each vertex in a triangle has
to receive different colors. And three colors are enough, hence x(G) = 3. There
is a proper coloring using only three colors such as: using color 1 on A, C, F,
color 2 on B, D, G, H, and color 3 on F.

(c) (6 points) Suppose that every vertex in a graph is within distance t of a vertex v.
Prove that the diameter of the graph is at most 2t.

Solution: For any two vertices x and y, we consider a shortest path between
v and z, call it P; and a shortest path between v and y, call it P;. Let z be the
vertex, at which P; and P intersect and it is the closest intersection to x and
y. The union of the part of P, between x and 2z and the part of P, between y
and z give us a path between x and y. This path has length at most t +t = 2t.
Hence any shortest z, y-path has length at most 2¢. Since, x and y could be any
vertices, all pairwise distances are at most 2¢, therefore the diameter as well.
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5. (8 points) Show that every planar graph has a vertex of degree at most 5.

Solution: For every planar graph G with n vertices and e edges, we know that
e < 3n — 6. By this and the degree-sum formula, we get

2e = deg(v) < 2(3n —6) = 6n — 12.
(&)
As seen here, the sum of all degrees is less than 6n implying that the average degree

is less than 6. Therefore, there must be a vertex with degree smaller than 6 (at most
5, since degrees are integers).

6. (8 points) Prove that a graph is bipartite if and only if it is 2-colorable.

Solution: There are two parts to prove:

Assume that a graph G is bipartite with parts A and B. Then, we can obtain a proper
2-coloring, by coloring A with color 1 and B with color 2. Since every edge has one
endpoint in A and another in B, no edge is monochromatic. So, G is 2-colorable.
Conversely, assume that a graph H has a proper 2-coloring with colors 1 and 2.
Then, every edge must have one endpoint colored with 1 and another with color 2.
So, we obtain two parts such that color class 1 is one part and color class 2 is another.
No edge is inside one part, since that would mean the edge is monochromatic.

7. (7 points) Let S¥ = 1¥ 4+ 2F +... 4+ (p—1)*, where p is an odd prime and k is a positive
multiple of p — 1. Use Fermat’s Theorem to prove that S¥ = —1 mod p. (Fermat’s
Theorem says that ! =1 mod p if p is a prime that does not divide a.)

Solution: Since k is a positive multiple of p — 1, we can write k = r(p — 1) for
some positive integer r. Knowing by Fermat’s Theorem that i*»~! = 1 mod p for
1=1,2,...,p— 1, we have

Sh=1"+2"+...+(p—1)* modp=(p—1)1" modp=-1 mod p.
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8. (a) (7 points) Prove that for any number n, if the number formed by the last two digits
of n is divisible by 4 then n is divisible by 4.

Solution: Assume that n has k digits and let n = Zi:ol 10°n;. By writing this
as n = (Zi:ol 100 - 10'n;,5) + 10n; + ng, we observe that since every term other
than the last two has 100 as a factor, they are divisible by 4. And 10n; + ng
is divisible by 4, because of the property of n given in the question. Thus, n is
divisible by 4.

(b) (7 points) Prove that for any number n, if the sum of the digits of n are divisible
by 3, then n is divisible by 3.

Solution: The value of n in mod 3 is Zf:_ol 10'n; mod 3 = n = Zf:_ol n;,

because 10° = 1° mod 3. Hence, the value of n in mod 3 is the same as the
value of the sum of its digits in mod 3.

9. A tree is a connected graph with no cycles. A leafin a tree is a vertex with degree 1.

(a) (8 points) Consider a tree with n > 3 vertices. What is the largest possible number
of leaves the tree could have? Prove that this maximum m is possible to achieve,
and further that there cannot exist a tree with more than m leaves.

Solution: It can be at most n—1 realized by the graph K ,,. A tree cannot have
more than n — 1 leaves. If we assume that every vertex is a leaf, then consider
a vertex x and its neighbor y. Since they are leaves and the only neighbors of
each other, this means they are not connected to any other vertex in the graph,
so the graph is disconnected, contradiction.

(b) (7 points) Prove that every tree on n > 2 vertices must have at least two leaves.

Solution: One method is to use induction on the number of vertices. Here is an
alternative proof. Consider a longest path P with ends = and y. Since this path
is longest possible, neither x nor y can have a neighbor outside P, because in
that case we could make P longer by adding this neighbor to P, contradiction.
On the other hand, neither  nor y can have more than one neighbor in P.
Otherwise, the longer segment of P between x and one of its neighbors together
with the additional edge between x and that neighbor creates a cycle, also a
contradiction. Same holds for y. Therefore,  and y has only one neighbor and
they are leaves.

Page 5




