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Industry NETWORK SECURITY 

Founded 2002 

Verticals Served ALL VERTICAL MARKETS 
From 5 users to 1 Million users 

Area Served EMEA (20+ countries) 

 
Products 

 

NETWORK SECURITY SOFTWARE 
UTM APPLIANCES 
DDOS MITIGATION APPLIANCES 

WINNER 

Labris Networks | Company Profile 
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Product & Services 

MNG 

LOG 

Database Updates 
Firmware Updates 
Technical Support 
Network Security Trainings 

Database Updates 
Firmware Updates 
Technical Support 
Specific DDoS Trainings 
DDoS Mitigation Consultancy 
DDoS CERT Service 



 
 
 
 

Features 
 
• Firewall 
• Web Filtering 
• Application Control/IM/p2p 
• VPN 
• AntiSpam, Antivirus, 
• IPS (Intrusion Prevention System) 
• Traffic Shaping 
• High Availability 
• Network Visibility 
• Logging 
 

Unified Threat Management 



 
 
 
 

Technical Background 
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 Information Dissemination 

Papers 
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Network Security 
 
• Managing protocol 

vulnerabilities 
• Sensor Networks 
• Anomaly detection and 

machine learning 
• Traffic shaping and routing 

High Performance 
Applications 
• Software and Hardware 

based optimizations 
• Research of new 

methods and creation of 
research projects 

Security Analysis and 
Testing 
• Development of traffic 

simulation tools 
• Development of traffic 

analysis tools 
• Automation of security 

function testing 

Malware, Attack and 
Vulnerability research 
• Malware detection 
 

R&D Interests 
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• DoS/DDoS attacks target the «Availability» of  C.I.A. triple. 

CONFIDENTIALITY 

INTEGRITY 

AVAILABILITY 

Confidentiality Integrity Availability

Sample Security Domain: DoS/DDoS 
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Definition of DoS/DDoS 

Making the IT services unavailable for its end users and applications  

DoS   : Denial of Service DDoS: Distributed Denial of Service 
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Less attack knowledge 



 
 
 
 

Main Types of DDoS Attacks 
TCP Connection Flood: Aim is to exploit the session capacities of the network 
systems. Many sessions are opened without closing, trying to stay in the session 
table to prevent the users from opening a session. 
 
TCP SYN Flood: Sending SYN packets, this attack exploits the session tables, allowed 
concurrent sessions, bandwidth, also increasing the latency. 
 
UDP Flood: UDP is easy to spoof protocol. This kind of attack targets to occupy the 
network devices and the bandwidth. 
 
HTTP GET Flood: Targets the webservers’ maximum concurrent session limits. Send 
HTTP GET packets. It can not be spoofed since TCP session is needed. 
 
HTTP POST Flood: Similar to the mechanism of HTTP GET flood, it works with POST 
packets. It can result in a excessive usage of server sources. 
 
DNS Flood: To make the DNS server out-of-service, the DNS packets are sent. It can 
be regarded as asymmetric attack since it can be spoofed and can be done with 
small request packets for larger reply packets. 
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TCP/IP 

• TCP (Transmission Control Protocol)  
• 3 way handshake 

 

• UDP ( User Datagram Protocol )  
• No error detection 

• No spoof detection 
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* Anonim 

TCP/IP 
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TCP/IP 
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Session Table 



 
 
 
 

Main Problems in DDoS Attacks 

1 

2 
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Future DDOS Trends 

Today:  
About 30 types of attacks 
 
Future: 
APT characteristics in DDOS attacks 
 
Shift to L7 
 
High Loads of UDP floods 
 
Real User Mimicking 
 
Mobile Driven Attacks 
 
IoT Attacks 



 
 
 
 

R&D 



 
 
 
 

Agile Manifesto 

Individuals and interactions over processes 
and tools 
 
Working software over comprehensive 
documentation 
 
Customer collaboration over contract 
negotiation 
 
Responding to change over following a plan 



 
 
 
 

Scrum Cycle 



 
 
 
 

Scrum Team 



 
 
 
 

Product Backlog  



 
 
 
 

Scrum Board 



 
 
 
 

Revision Control 

● Before work on an issue is started, a feature 
branch is created from devel branch. 

● When the work on an issue is completed 
(meets the criteria for definition of done) the 
code is merged into the devel branch. 

● Prior to a major release the code on devel 
branch is merged into the test branch and sent 
to the test team for extensive testing. 

● When the testing is completed successfully the 
code is merged into the master branch and 
ready to be shipped. 



 
 
 
 



 
 
 
 

WORLDWIDE 
SECURITY MARKET 
GROWTH 

• The worldwide security 
technology and services 
market is forecast to reach 
$67.2 billion in 2013, up 8.7 
percent from $61.8 billion in 
2012. 

• The market is expected to 
grow to more than $86 
billion in 2016.  (Gartner, 
Inc.)  

NETWORK SECURITY 
MARKET GROWTH 

 

CLOUD-BASED 
SECURITY MARKET 
GROWTH 

Security (Growth & Threats) 



 
 
 
 

Technical Qualification 



 
 
 
 

Labris Networks R&D Headquarters 
T: +90 312 210 1491 
info@labrisnetworks.com 

UK Sales Office 
T: +44 7703 503242 
eu-sales@labrisnetworks.com 

Eastern Europe Sales Offices – Prague&Warsaw 
T: +420 220 994 422 
ee-sales@labrisnetworks.com  

Get in touch.. 


